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Abstract— New healthcare record management (HRM) 

systems have been introduced as technology has evolved to 

provide more efficient care. Since medical data is usually 

sensitive and must be protected from unauthorized access, 

attention must be paid to data integrity, patient privacy, and 

storage. Blockchain technology has been proposed in the 

literature to integrate healthcare information systems through a 

decentralized and unified network. However, the literature on 

blockchain in healthcare is full of promises that may not be true 

under certain conditions. In our paper, we evaluate the veracity 

and sophistication of some of the claims made in the literature. 

We go beyond performing a literature review and shed light on 

the weak technical aspects claimed about blockchain. In 

addition, we benefit from our technical assessment and suggest 

some future research directions to improve healthcare systems 

that use blockchain and big data solutions. 
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I. INTRODUCTION 

Medical data is a collection of information that includes a 
person’s health conditions and personal information. Such 
data is usually sensitive and must be protected from 
unauthorized access. One of the biggest challenges in 
healthcare is the secure exchange of medical data without 
losing patient privacy [1], [2]. During treatment, a lot of 
medical data is generated [3], and healthcare systems have not 
been able to manage medical data in real-time. As technology 
has evolved, new healthcare communication methods have 
been deployed, leading to the emergence of electronic health 
records that enable more efficient care. Mobile devices, for 
example, allow patients to upload their medical data to the 

cloud. In addition, medical providers can access patients’ 
health data and improve the efficiency of patient care [4], [5]. 

Traditional healthcare information systems store medical 
data on private servers or in the cloud. Cloud storage has 
emerged as a new form of data interaction in various fields. It 
has attracted much attention due to its low cost and storage 
capacity, as users only have to pay monthly or annual fees to 
use the various services offered. More and more medical 
facilities upload their data to the cloud for storage and sharing 
[6]. However, this situation exposes medical systems to the 
risk of data loss, tampering, malicious attacks, data leaks, and 
manipulation. In addition, these systems typically operate 
independently across hospitals, making it challenging to meet 
patients’ need to securely share their medical data [7]. 

Protecting healthcare data has become a critical issue due 
to the increasing loss of confidential and sensitive data. Data 
breaches have resulted in approximately $15 million in losses 
for healthcare providers in recent years. Compared to other 
industries, the number of data breaches in healthcare has 
increased by 19.5% [8], [9]. Furthermore, the key to infectious 
disease prevention and control is surveillance and rapid 
response to abnormal occurrences or increasing trends of 
infectious diseases using early warning technologies. 
However, most of the existing early warning systems for 
infectious diseases are controlled by centralized organizations 
such as national governments. This situation results in 
numerous fragmented systems without reliable mechanisms 
for sharing information [10], [11]. 

Blockchain technology is proposed in the literature as a 
new information system that can optimize and secure the flow 
of information in value chains  [12]–[17]. The blockchain 
revolution began with Nakamoto [18], who introduced 
Bitcoin, the famous cryptocurrency, and blockchain as its 
technological basis. Blockchain is a distributed database 
(ledger) that records information after it has been validated by 
a consensus mechanism in a secure, transparent, and 
immutable manner [18]–[21]. Healthcare and information 
systems researchers are particularly interested in exploring the 
potential value of blockchain in this sector. For example, Yang 
et al. [22] design a blockchain-based double-authorization 
keyword search system for electronic health record exchange. 
Lee et al. [23] develop an electronic health record exchange 
mechanism based on blockchain and smart contracts. Zhu et 
al. [24] propose an improved Merkle tree-based blockchain 
system for electronic health record storage. 



However, the literature on blockchain in healthcare is full 
of promises that might not holds under certain conditions. For 
this reason, we do not take the literature as a guarantee, as we 
do not intend to merely provide a literature review. The 
contribution of this paper is that we go a step further and 
evaluate the accuracy and maturity of the claims in the 
literature. In other words, as they are relevant to big data, 
special attention was paid to the promises of blockchain in 
terms of security, latency, availability, scalability, 
centralization, and data accuracy. Finally, we benefit from our 
technical assessment and propose some future research 
directions to improve healthcare systems that use blockchain 
and big data solutions. 

II. METHODOLOGY 

Considering the importance of blockchain technology in 
healthcare, a structured review was conducted to collect 
literature on blockchain applications in healthcare. The goal 
was to identify challenges and areas of interest for developing 
blockchain and big data solutions that are robust and capable 
of handling large volumes of medical data. This transparent 
and unbiased method helps to increase our knowledge about 
a phenomenon [25]–[27]. First, we used the ScienceDirect 
electronic database as an academic search engine to collect 
the related articles. Second, inclusion and exclusion criteria 
were established, and a scoping study was performed to 
evaluate the relevant literature. Third, the following search 
string was used: (Health) AND (blockchain OR "block 
chain"). Fourth, only English-language journals classified in 
the Thomson Reuters journal list were included to control for 
quality. The search was conducted in August 2022 and 
yielded 83 scientific articles. The filtering process performed 
over the collected articles resulted in the exclusion of several 
articles that did not fit this work's objective. This exclusion 
was based on several parameters that included the irrelevance 
of some articles, duplications, and the proposed conceptual 
models. FIGURE 1 shows the year of publication of the 
collected articles. 

 
FIGURE 1: ARTICLES DISTRIBUTION PER YEAR OF PUBLICATION. 

The collected articles are distributed among several academic 
journals. Particular attention was paid to the promises of 
blockchain in terms of scalability, latency, data accuracy, 
availability, centralization, and security, as these are relevant 
to big data solutions. Other promises were also considered 
but did not receive as much attention as the above promises, 
which we believe are the most important promises of this 
technology for big data applications. Finally, based on the 
results, future research directions are proposed. FIGURE 2 
shows the list of journals we obtained by collecting articles.  

 
FIGURE 2: ARTICLES DISTRIBUTED PER JOURNAL 

III. TECHNICAL ASSESSMENT 

TABLE I provides a technical assessment of some claims made 
in the literature on blockchain in healthcare. Particular 
attention was paid to scalability, latency, data accuracy, 
availability, centralization, and security as they are relevant 
to big data solutions. 

 

TABLE I: TECHNICAL ASSESSMENT 

 Technical system Technical assessment 

Security 

[28] 

A searchable scheme for 
big data is proposed to 
reduce computation and 
cloud server load by 
distributing the load among 
users. The model uses the 
Ethereum blockchain 
platform to store 
intermediate information, 
allowing the data owner to 
encrypt keywords for each 
recipient. 

The paper uses a trusted third party 
to issue the keys for the users, 
which can be centralized and 
present security and availability 
issues. Moreover, a cloud server is 
used for storing information, 
which can suffer from the same 
issues. The gas cost analysis 
considers the cost at the time of 
publication, and ideally, there 
should be no execution fees. 

[29] 

A blockchain-based 
framework for privacy-
friendly and secure data 
exchange in the internet of 
things in a smart city 
environment is presented. 
The blockchain network is 
divided into different 
channels, where each 

The paper claims compliance with 
the GDPR law; however, 
compliance is difficult and 
incompatible with the 
immutability property of the 
blockchain. In addition, not all the 
metrics introduced in the paper 
were implemented but a part of 
them (a partial proof of concept). 
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channel comprises a 
limited number of 
authorized organizations 
and processes a specific 
type of data. 

Also, a private blockchain with 
financial incentives may have 
security concerns through 
malicious users, which it is not 
ready to handle. 

[30] 

A blockchain-based system 
with a consortium 
mechanism and federated 
learning is proposed to 
improve the internet of 
medical things solutions. 
The system introduces a 
multi-agent model that can 
separate different tasks, 
such as security. 

Although the main goal of this 
work is to provide a high level of 
data security, the paper lacks a 
security analysis. The model 
assumes the use of cloud servers to 
store the datasets, which clearly 
raises the problem of 
centralization. The delay problem 
still needs to be considered, 
especially when large distances 
between network components 
exist. 

Latency 

[31] 

A system is proposed to 
manage confidentiality, 
authentication, and data 
preservation when 
handling sensitive 
information. A consortium 
blockchain and smart 
contracts are developed to 
achieve secure data storage 
that prevents data sharing 
without permission. 

This work correctly identifies the 
centralization risk of cloud servers 
that can cause unwanted downtime 
and availability issues. Despite 
that, it indicates that data is stored 
in the cloud. We noticed that the 
more the system adds nodes, the 
more latency increases, which puts 
the system ahead of scalability 
limits. 

[32] 

A secure authentication 
approach using machine 
learning and smart 
contracts is proposed to 
enable the detection and 
authentication of dynamic 
timing attacks in the 
internet of medical things 
environment. 

The paper mentions that the 
blockchain is needed for 
authentication but uses it to store 
the output of a machine learning 
algorithm. Further, latency seems 
relatively high for just a few tens of 
devices, so this blockchain 
implementation would not scale 
well in a realistic scenario with 
thousands of users using multiple 
IoMT devices each. 

[33] 

An architectural 
framework is proposed that 
takes advantage of 
blockchain with software-
defined wireless body area 
networks to enable secure 
data exchange. A smart 
contract is also developed 
to ensure that only data 
owners have complete 
control over their health 
data. 

The model lacks a performance 
evaluation for security metrics, 
which should take precedence over 
all other important metrics in 
blockchain-based networks. In 
addition, future work opens the 
possibility of implementing the 
model on a public blockchain. The 
proposed model may have a 
latency issue as more nodes join 
the network, which could 
challenge the scalability of the 
network.  

Availability 

[34] 

A blockchain-based model 
with a searchable, 
attribute-based encryption 
system for electronic health 
records that supports 
verification is proposed. 
Encrypted records are 
stored in the medical cloud, 
the secure index is stored in 
the blockchain, and the 
smart contract is used for 
search, reducing the 
medical cloud's 
computational load. 

Data storage is done off-chain in 
the cloud, which has centralization 
and availability concerns. 
Moreover, there is little 
information on the blockchain and 
smart contracts used, with the 
design appearing to be conceptual 
and future work indicating an 
implementation in the Hyperledger 
Fabric blockchain. 

[35] 

A security system for 
medical records is 
proposed to develop a 
triple encryption 
authentication architecture 
using blockchain to store 
the hash value of encrypted 

The proposed work utilizes the 
blockchain to store the hash of the 
medical data, with medical data 
storage taking place in an EMR 
repository. The nature of medical 
data storage is incompatible with 
the immutability property of the 

electronic medical records 
so that data owners can 
securely share personal 
medical data. 

blockchain. Moreover, the security 
of the EMR repository is not 
considered or addressed, and it 
could suffer from centralization 
and availability issues. 

Scalability 

[36] 

A blockchain-based 
eHealth system is proposed 
to ensure that tampering 
with electronic health 
records can be verified. 
Attribute-based proxy re-
encryption controls access 
to medical records and any 
behavior that threatens 
their integrity. 

The consensus used is PBFT, with 
its cost increasing linearly with the 
number of patients, which poses a 
scalability issue. The system may, 
therefore, not perform well in a 
realistic hospital scenario with 
thousands of patients. 

[37] 

A cloud-based blockchain 
platform consisting of a 
smart contract to manage 
the provenance of 
electronic health records is 
designed to enable the 
transparent use of 
provenance data in various 
areas of healthcare, such as 
decision-making, data 
reconciliation, and patient 
consent verification.  

We believe that storing the 
metadata on the blockchain is not 
possible in the first place, as the 
blockchain is challenged by 
scalability and data storage. It is 
also not clearly mentioned where 
the metadata will be hosted. 
However, Microsoft Azure Cloud 
is used, which we assume is where 
the data will be hosted. Again, this 
raises the issue of centralization 
and makes the datasets vulnerable 
to various attacks. 

Centralization 

[31] 

An architecture is proposed 
to enable a delay-tolerant 
public blockchain network 
in healthcare systems. The 
system addresses the 
problems of increasing 
validation latency and 
malicious end-user 
detection in healthcare. 
The health parameters in 
the proposed model are 
collected by the end user 
and eventually stored on a 
remote cloud server. 

The idea of storing the information 
in the cloud contradicts the main 
goal of the blockchain. This is 
obvious because the centralization 
of the cloud contradicts the 
decentralized nature of the 
blockchain, and the unreliability of 
the cloud calls into question the 
security of the blockchain. Another 
point is that while security was an 
important criterion mentioned in 
the blockchain papers literature, it 
was unclear how the system would 
solve this problem. 

[39] 

An activity monitoring and 
detection framework is 
developed to ensure and 
improve the quality of data 
collected by internet-of-
things devices to improve 
human activity 
classification. The model 
uses a cooperative 
multiclass categorization 
method for offline and real-
time health data streams. 

The paper refers to blockchain as 
undeniable, but data may not be 
accurate if the sources are 
erroneous. It proposes a 
blockchain-based system, but it is 
not immediately obvious how the 
blockchain ties into feature 
extraction in the fog. Moreover, a 
cloud-based system is centralized, 
and no consensus mechanism or 
algorithm is mentioned. 

Accuracy 

[40] 

A privacy protection model 
has been developed based 
on a dual blockchain: 
Userchain and 
Medicalchain. Users, 
doctors, and hospitals can 
implement secure medical 
data, and hospitals can 
monitor doctors. An 
identity authentication 
chain is developed to 
ensure real-time accuracy 
of the doctor's identity and 
solve the latency problem 
in such systems. 

Since the transactions are non-
financial, there is no need to 
dedicate computational resources 
to mining blocks that contain 
information from medical records. 
In addition, the model does not 
contain information about the 
blockchain platforms on which the 
model has been deployed or tested. 
Finally, the doctors' identity can be 
accurate in the system. However, 
there is no guarantee that the 
information they register is 
accurate. 

[41] A blockchain-based secure 
health system is presented 

The data accuracy depends on 
UAVs not failing, which may not 



to collect health data from 
users via an unmanned 
aerial vehicle. After 
successful validation, the 
unmanned aerial vehicle 
transmits the health data to 
the nearest server for 
secure storage in 
blockchain. 

be the case. Satellite 
communication may also 
experience issues, and the cost of 
the implementation may not be 
feasible in practice. The model also 
does not consider the users' privacy 
and assumes that they consent to 
give out their data; however, this is 
important to consider. 

 

IV. CONCLUDING REMARKS AND FUTURE RESEARCH 

DIRECTIONS FOR BIG DATA 

The main contribution of this work is in line with the main 
challenges of big data addressed in this paper. More precisely, 
this work makes a twofold contribution. First, we technically 
evaluate the veracity and sophistication of some claims made 
in the blockchain literature. In other words, we shed light on 
the weak technical aspects claimed about blockchain. Second, 
we linked the technical assessment we made in this paper on 
the literature to big data by using five elements that pose a 
challenge to big data. These elements are data security, data 
latency, data availability, data scalability, data centralization, 
and data accuracy.  

The term "big data" is relatively new and is only coming 
into people's awareness with the release of large databases 
such as those used by platforms like Facebook and YouTube. 
In addition, the advent of IoT devices has created another 
source for generating such massive data, as various types of 
objects are now connected to the internet and begin to generate 
data [42]. These large databases represent a repository where 
a tremendous amount of data is stored that can be used for 
various purposes, such as commercial purposes. The main 
difference between normal data and big data is the way this 
data is managed. Handling such big data is always associated 
with concerns about the accuracy of this data and its use for 
other than legitimate purposes. Another major challenge is the 
constant growth of these data volumes and thinking about 
countermeasures to this scalability challenge. 

Our technical assessment (TABLE I) demonstrates that there 
are several challenges and areas of interest for developing 
blockchain and big data solutions that are robust and capable 
of handling large volumes of medical data. Blockchain is a 
private and decentralized storage method to store medical data 
in an immutable and secure manner. However, it should be 
noted that applying blockchain in practice requires some 
considerations. Our paper paid particular attention to 
scalability, latency, data accuracy, availability, centralization, 
and security, as they are relevant to big data solutions. In the 
following paragraphs, we address these issues and highlight 
the need for further research. 

To begin with, scalability can be a major issue for 
blockchain systems that process large amounts of medical 
data. This is because blockchain systems have a distributed 
and replicated ledger, meaning that information is appended 
to the blockchain ledger and does not overwrite previously 
registered information. big data applications use many nodes, 
such as biomedical internet of things nodes, to instantly 
generate massive amounts of data, which can cause the ledger 
to grow to infinity, exacerbating storage problems when 
replicated.  

Second, a blockchain system has limited throughput and is 
associated with transaction latency. Therefore, it can only 
support a certain number of transactions over time. Some 

blockchain implementations can process a few dozen 
transactions per second, while others can handle hundreds. 
Such implementations, while theoretically feasible, are not 
realistic in an actual use case with hundreds of thousands of 
sensors or nodes that produce a large amount of medical data.  

Third, data accuracy can also be a major issue with 
blockchain. Many works examine a blockchain system as a 
secure environment where data cannot be compromised or 
tampered with. The blockchain network can be secure because 
it has powerful properties such as immutability and non-
repudiation. Malicious tampering can be detected and 
reversed, and inaccurate data cannot be created in the 
blockchain. While the blockchain provides a secure 
environment, it does not extend to the real world from which 
the data originates and is accessed. Therefore, while erroneous 
data cannot be created within the blockchain, it can be created 
at the data source. The accuracy of the data is not guaranteed, 
as the data sources can be hacked, manipulated, or otherwise 
compromised. This is very likely if many front-end nodes 
produce a large amount of medical data.  

Fourth, information availability can also be a problem. 
Some blockchain implementations utilize external storage, 
such as the cloud. Cloud storage is centralized, does not 
guarantee data availability, and may have single points of 
failure, especially for large amounts of medical data. In this 
context, the cloud may fail or otherwise be inaccessible, 
resulting in data availability issues. Storing information in the 
cloud introduces this risk. However, big data is an enormous 
amount of information that typically cannot be stored in the 
blockchain and requires off-chain solutions. Regarding the 
availability of ledger data, the main problem is to ensure that 
all data in the block is available so that it can be verified when 
needed. All blocks consist of two parts, the block header, and 
the block body, which contains the processed transactions. If 
either of these two pieces of information or their contents are 
not available, this poses a major problem for verifiers who 
want to check the validity of the transactions. To solve this 
problem, very strong and unbreakable proofs must be used to 
ensure the validity of the block data without having to 
download the entire data on the network.   

Interplanetary file systems (IPFS) can solve centralization 
in blockchain systems. IPFS can be a solution for off-chain 
storage, but it also has drawbacks. Distributed data storage can 
solve the availability problem, but it leads to a fragmentation 
problem, so accessing medical data in IPFS can become more 
complex. A significant advantage of big data is the ability to 
provide data analytics services. Data can be analyzed and 
statistics can be generated, but if the data is fragmented and 
distributed across the IPFS, it is theoretically not readily 
available for analytics services. 

Most data users are obsessed with keeping their data, 
which is in the form of documents, for as long as possible. 
Some of these documents can be highly sensitive and need to 
be preserved and protected from alteration, such as health 
records. Electronic archiving of such documents has attracted 
much attention from researchers, institutions, and industry in 
recent years. However, archiving these documents and 
converting them from physical objects to digital objects while 
protecting the original documents is not as easy as one might 
think. Moreover, users are always questioning whether the 
documents they have received electronically match the 
original documents. Blockchain records themselves can 
initially be viewed as a sound method for long-term record 



archiving. According to the theory of archival science, records 
must be verified for accuracy, reliability, and authenticity to 
meet quality criteria [43], [44]. Therefore, blockchain-based 
models must meet the requirements of archival science theory 
to bear fruit.  

Finally, the various parts of a blockchain system need to 
be able to communicate securely. Although one might assume 
that the blockchain is a secure environment where 
communication is safe, in practice this is not the case. Many 
front-end nodes from which data originates communicate with 
each other and with the blockchain system, while the 
blockchain system and the various off-chain storage solutions 
need to transmit data to each other and to the various system 
users. Securing data transmission can be challenging and is 
often overlooked when investigating big data-compliant 
blockchain storage solutions.  

Our study builds on vulnerabilities in the literature. It 
encourages information systems and healthcare researchers to 
explore future research directions to develop healthcare 
systems that benefit from blockchain and big data solutions. 
Future work can explore ways and potential solutions to 
mitigate the above issues. 
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